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Biztonsagos?

Avagy van valami a levegoben...

Cseh Péter, Cloud Architect @ TC2



Napirend

= Megfeleltethetoség
» Felelosségi kdrok
» Hozzaférés feligyelet

= Biztonsagi megoldasok
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Megfeleltethetoseg

« Rendszeresen auditalt kdrnyezet
« HIPAA

« PCI-DSS

 FedRAMP

* 1SO-9001/27001

A lista tovabb folytatodik:

https://aws.amazon.com/artifact/getting-started/
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Osztott felelosseg
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CUSTOMER

RESPONSIBILITY FOR
SECURITY ‘IN' THE CLOUD

AWS

RESPONSIBILITY FOR
SECURITY ‘OF" THE CLOUD

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA
ENCRYPTION & DATA INTEGRITY
AUTHENTICATION

SERVER-SIDE ENCRYPTION
(FILE SYSTEM AND/OR DATA)

SOFTWARE

DATABASE

NETWORKING TRAFFIC
PROTECTION (ENCRYPTION,
INTEGRITY, IDENTITY)

HARDWARE/AWS GLOBAL INFRASTRUCTURE

AVAILABILITY ZONES

EDGE LOCATIONS




Hozzaféres felUgyelet - AWS |JAM
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User Role
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Role
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|AM Federation - ADFS

p— Enterprise (Identity Provider)

ﬁ AWS (Service Provider)
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Single Sign-on
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On-premises AD
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On-premises

users and
groups

Corporate data center /
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AWS SSO Use Cases

Permissions

\ '
< : )— AWS consoles — m
r Office 365
r. r. :0’
OU = Development OU = Production Dropbox
AWS accounts managed in e
Nt AWS Organizations
Slack
SSO access % = /
Manage
permissions to
AWS accounts SSO access

On-premises
Microsoft Active
Directory

AD
Connector/
AD trust

AWS SSO
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@ Business cloud applications

/®‘ Custom SAML applications

Th

SAML-enabled applications
built by customers or their partners
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Titkositas es kulcskezeles

AWS KMS
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Kozpontositott naplozas

Comprehensive

A log service for arbitrary scale, Flexible
Ingress

availability, durability, and security Egress

AMAZON
CLOUDWATCH LOGS

Amazon EC2 _;“&} Centralize
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AWS Lambda
_ Monitor 0
AWS CloudTrail P -
‘ Stream
Retain —
AWS Lambda ——
u \ Secure / AWS Kinesis
Amazon ECS & closic 4 ' :
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Felhasznaloi audit
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MI tamogatott biztonsag

GuardDuty CloudWatch AWS WAF WAF
1 Events filtering rule
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Tanacsadas

Trusted Advisor Dashboard

Performance

£

6@ 0A 00

Cost Optimization

i

28 0A 00

¥0.00

Potential monthly savings

Recent Changes

None of your checks have changed status in the last 30 days.
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Security Fault Tolerance
|

a T

38 1A 20 6@ 1A 00

What's New

Trusted Advisor is now available in the AWS Management
Console. For more information, see Meet AWS Trusted
Advisor.
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OSSZEFOGLALAS

= Rengeteg szolgaltatas

= Egyszeru integralhatosag

» Atjaras kildnbdzé rendszerek kdzott
= Uj technolodgiak

= Koltseghatékony megoldasok
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